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Al GOVERNANCE & DATA PROTECTION

SAMPLE DELIVERABLE - REDACTED FOR BUYER REVIEW

Al Vendor Due Diligence Checklist

The questions we work through before a client signs with an AI vendor. This copy is redacted for review; the working

version is completed against the vendor’s actual documents, with each answer evidenced and dated.

Data handling
o What personal data is sent to the vendor?
¢ Can the payload be minimised or pseudonymised?

o Does the vendor use customer data for training by default?

Contracts and transfers
o Isthere a DPA?
e Which subprocessors are involved?

o What transfer mechanism applies if data leaves the UK or EEA?

Security and operations
o What logging and access controls exist?
e Can retention or zero-retention be configured?

e How does the vendor handle incident notification?

Model and product risk
e How are hallucinations or unsafe outputs handled?
¢ Can we configure human review thresholds?

o Is the system explainable enough for the use case?

Exit risk
e Can data and logs be exported?
e What lock-in exists?

o What is the fallback plan if the vendor changes pricing or terms?

A working aid, not legal advice. Janus Compliance Limited - januscompliance.co.uk

© 2026 JANUS COMPLIANCE LIMITED JANUSCOMPLIANCE.CO.UK

PAGE 1 OF 1



